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private communications, which may be
related to national security, enterprise operation, or personal reputation. Therefore,
the information and communication security technology has become the primary
support research direction of governments in recent years. With the advent
of super computers or future quantum
computers, the computing or attack capacity is signiﬁcantly improved. So, the
information and communication security
suﬀers from unprecedented threats. Several traditional public-key cryptography
(PKC) methods, such as ECC, RSA, DSA,
AES, and D-H, are vulnerable to attack.[1]
Recently, several information and communication security technologies, which
are based on novel encryption algorithm
or quantum cryptography, have been
developed to resist super or quantum
computer attacks.[2] For example, quantum
key distribution (QKD) uses the quantum mechanics to guarantee secure communication; it enables two parties to
produce a shared random secret key known
only to them, which can then be used to
encrypt and decrypt messages[3–6] ; quantum machine learning
is an interdisciplinary of quantum physics and machine learning, its goal is developing the quantum algorithms that learn

Ensuring information and communication security in military messages,
government instructions, scientiﬁc experiments, as well as in personal data
processing, is critical. In this study, a new hybrid classical–quantum
cryptographic scheme to protect image information and communication
security is developed by combining a quantum key distribution (QKD) and
compressed sensing (CS). This method employs a QKD system to generate
true random codes among the remote legitimate users and utilizes these
random codes to encrypt and decrypt compressed 3D image information
based on the CS algorithm. Therefore, this new technique can provide
computational security in the image information transmission process by the
encryption and decryption of CS algorithm, and the information and
communication security can be evaluated in real time by monitoring the QKD
system. Furthermore, this technique can directly transmit and reconstruct the
compressed 3D image information based on the modiﬁed TwIST algorithm,
and thus fewer random codes are required in QKD system, which can improve
the information transmission bandwidth. Consequently, this technique not
only provides a new application of a QKD system but also extends the
CS-based image reconstruction from 2D to 3D. This study may open a new
opportunity in the ﬁeld of information and security communication.

1. Introduction
The protection of information and communication security
is critical for the secret document transmission or important
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from data in order to improve existing methods in machine
learning[7,8] ; blind quantum computation is a quantum computation model, which can release the client who does not have
enough abundant knowledge and sophisticated technology to
perform the universal quantum computation[9,10] ; quantum secure direct communication is to transmit the legitimate parties’
secret message directly and securely in a quantum channel without creating a private key to encrypt and decrypt the messages.[11]
Previous studies have demonstrated that the hybrid classicalquantum cryptographic technique can provide a very useful strategy to protect the information and communication security.[12–19]
For example, the QKD combined with a one-time pad (OTP)
scheme has been demonstrated to be theoretically informationsecure against an arbitrary computer attack.[12,13] However, this
technique requires a large number of quantum keys, and the low
key generation rate of QKD system signiﬁcantly limits the key
transmission distance due to the losses of photons in the optical ﬁber and low working eﬃciency of a single-photon detector.
Thus, the key transmission distance can only reach hundreds
of kilometers.[14–16] The post-quantum cryptography scheme,[17]
which is based on coding theory, lattice theory, multivariate polynomials, and hash cryptosystems, achieves better performance
than the prequantum scheme. However, the message, key, and
signature sizes are usually very large, and this technique cannot
resist the attack of all possible quantum algorithms. The hybrid
scheme by combining QKD with other classical cryptography
tools,[18,19] which employs the quantum-safe key and nonquantum-safe primitives, is considered to be a suitable information security protection technique. This technique can only provide short-term security, and the classical master key needs to be
frequently updated. Obviously, these schemes can provide information and communication security protection, but several technical limitations to the practical applications are observed.
To overcome several limitations of previous classical-quantum
cryptographic methods, here we present a new cryptographic
scheme to realize the information and communication security
by combining the QKD system and compressed sensing (CS)
algorithm. The CS algorithm has been demonstrated to be a
well-established tool for encoding and decoding the image information based on the image sparsity,[20–33] and therefore was
considered to be a potential information and communication
security technology. However, the key in the classical cryptographic method, which is generated by a computer, comprises
the pseudo-random codes, and so the key may be vulnerable to an
eavesdropper’s attack. In our scheme, we utilize the true random
codes (i.e., quantum key) that are generated by the QKD system
to encode all 3D images and compress these encoded 3D images
to a new 2D image, and ﬁnally employ the CS algorithm to reconstruct the original 3D images based on the measured 2D image
and quantum key. We use one key to encrypt and decrypt the compressed 3D image information directly, which diﬀers from previous methods,[20–24] in which one 2D image information transmission requires one key. Therefore, an important advantage of our
scheme is that fewer random codes are required, which is highly
useful for increasing the information transmission bandwidth.
Using the true random codes as the key to encrypt and decrypt
the compressed 3D images can provide the computational security of image information transmission, and the information and
communication security can be evaluated in real time by moni-
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toring the QKD system. In addition, the 3D image reconstruction
based on the CS algorithm has robustness and security, which is
beneﬁcial to the improvement of the key generation rate in the
QKD system by removing the post-processing procedure, such as
error correction or privacy ampliﬁcation.

2. Experimental Section
In our experiment, the entire experimental arrangement is
shown in Figure 1. As shown in Figure 1A, the random binary
codes are generated by the QKD system, which constitutes the
quantum key, and the quantum key is transmitted by the quantum channel with the optical ﬁber, whereas the plaintext (i.e., image information) is encoded by using the quantum key, and the
formed ciphertext is transmitted by the classical channel based
on the Internet with the optical ﬁber. In the previous image encryption by the CS algorithm, the key generated by the computer
includes pseudo-random codes,[10–14] but here the QKD system
can provide the true random codes for the CS algorithm. We utilize a Faraday–Michelson QKD system that is based on phase encoding to generate the quantum key,[34,35] as shown in Figure 1B.
In the transmitter Alice, a quantum laser (Q-laser) with the repetition rate of 1GHz generates the pulse train at the wavelength of
1550.92 nm. The intensity modulator (IM) is employed to prepare
the decoy states, and then these pulses enter into the Faraday–
Michelson interferometer (FMI) and are modulated to be the four
BB84 phase states by phase modulator (PM). Before entering into
the dense wavelength division multiplexing (DWDM), the pulses
are attenuated into the single-photon lever using an attenuator
(Att). The average photon number per pulse is 0.65 for the signal states while it is 0.01 for the decoy states, and the vacuum
states are generated by non-triggering Q-laser. The three-port optical circulator (CIR) and a monitor (Mt) are used to prevent and
detect possible Trojan-horse attack from the channel. The sync
laser (S-Laser) can generate the sync light signal at the wavelength of 1549.32 nm, which will be attenuated and combined
into the DWDM. In receiver Bob, the sync pulses are detected by
an avalanche photodiode (APD) to keep Alice and Bob in sync.
The BB84 phase-encoded pulses are decoded by the FMI on the
Bob side, and then detected by single photon detectors (SPD).
The average detection eﬃciency is about 20%, and the afterpulse
probability and the total dark counts are less than 1.1% and 2 ×
10−6 per gate, respectively. By the communication in the classical channel, Alice and Bob compare their basis, and the sifted
keys with the same basis are reserved. When the error correction
using low density parity check code and the privacy using universal hash functions is sequentially performed on the sifted keys,
the ﬁnal secure keys can be generated. To ensure the key correctness and security in the transmission process, we perform the
error correction (EC) and privacy ampliﬁcation (PA) in the postprocessing procedure. The length of optical ﬁber is 25 km, and
the clocking rate is 1 GHz at the sender, whereas the secure key
generation rate is approximately 0.37 Mbps at the receiver due to
various losses in the transmission process including the optical
ﬁber and single-photon detector.
The encryption and decryption processes of 3D image information are shown in Figure 2. In the image encryption process, as shown in Figure 2A, these original images (X(i)) are
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Figure 1. A) Schematic diagram of experimental setup for the compressed 3D image information secure communication. Here, the quantum key generated by the QKD system is transmitted by the quantum channel, whereas the ciphertext encoded by the compressed sensing (CS) algorithm is transmitted
by the classical channel. B) The encryption key generation by the Faraday–Michelson QKD system, where Q-Laser, quantum laser; S-Laser, sync laser; Att,
attenuator; IM, intensity modulator; FMI, Faraday–Michelson interferometer; PM, phase modulator; FM, Faraday mirror; BS, beam splitter; Mt, monitor;
CIR, optical circulator; DWDM, dense wavelength division multiplexing; APD, avalanche photodiode; SPD, single photon photodiode.

Figure 2. A) Encryption and B) decryption processes for the 3D image information based on the compressed sensing (CS) algorithm. In the encryption
process, all the original images (X(1), X(2), . . . , X(n)) are encrypted by the same encryption key (C(1), C(2), . . . , C(n)), and compressed to one new
image (y) by superimposing these encrypted images. In the decryption process, the compressed and encrypted image (y) is decrypted by a two-step
iterative shrinkage/thresholding (TwIST) algorithm based on the superimposition key (Cu) and measurement image y.
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encoded by the key (C(i)). Next, these encoded images (Y(i)) are
superimposed in sequence, where each image is shifted by a pixel
in the space along the vertical direction relative to the previous
image. All encoded images are projected on one plane and form
a new 2D encoded image (y). In mathematics, the encryption process can be formulated as
y = K X = P AC X

(1)

where K is the image encryption operator, P is the projection operator, A is the superposition and shift operator, and C is the encoding operator. We employ the same codes (i.e., a quantum key)
to encrypt all original images, and therefore the quantum key utilization is signiﬁcantly improved, that is, this encryption method
requires fewer random codes, which diﬀers from the previous
QKD that combines an OTP scheme.[2,3] In the image decryption
process, as shown in Figure 2B, these same keys at the receiver
are superimposed and projected on the space, and obtain a new
key (Cu), which is similar to the encoded image superimposition
in the encryption process. These original images can be reconstructed by using a CS algorithm (i.e., two-step iterative shrinkage/thresholding (TwIST)[34] ) based on the new key (Cu) and the
measurement image (y). To reconstruct these images, Equation
(1) must be solved in reverse. One way is to look for the minimal
value of the following object function, and is given by[36]
f = arg min

1

y − K X + βφ ( X )

2



(2)

where ||•|| is a l2 norm of matrix, β is the regularization parameter, and φ(X) is the regularization function, which is written as[37]
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where Nx and Ny are the row and column pixel numbers in each
image, respectively; Nz is the image number; m, n, and k are the
three indices; Xk , Xm , and Xn represent the 2D datum along the
three indices k, m, and n, respectively; and i h and i v are the
horizontal and vertical ﬁrst-order local diﬀerence operators, respectively, on the 2D datum. In Equation (2), the minimization
of the ﬁrst term ||y-KX|| is used to obtain the maximal matching
between the estimated measurement KX and the actual measurement y, whereas the minimization of the second term βφ(X) is
used to encourage X to be piecewise constant, where the regularization parameter β controls the relative weight of the two terms
and obtains the almost identical physical reality. The iteration calculation in the image reconstruction is presented as follows:
 
X 1 = λ X 0
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(4)

and
 
X i+1 = (1 − η) X i − 1 + (η − ξ ) X i + ξ λ X i

(5)

for i ≥ 1,  λ can be deﬁned as
λ ( X ) =

λ



X + K T (y − K X )



(6)

where λ is the Chambolle’s denoising operator, KT is the transpose of the generalized matrix K, and η and ξ are two constants.
Here, η and ξ are set to be 1.9608 and 3.9212, respectively, in
order to ensure the global convergence of the TwIST algorithm.
In the image reconstruction, the formed matrix Cu is employed
as the initial value X 0 , and the denoising is performed for each
image in each iteration calculation. If the diﬀerence between the
two object functions f i and f i+1 is less than the threshold value
or the iteration number reaches the predesigned value N, the object function f is considered to be convergent, and the images are
correctly reconstructed.

3. Results and Discussion
To demonstrate the feasibility of our method, we transmit and
reconstruct nine face images, and the experimental results are
shown in Figure 3. It is evident that the reconstructed images
retain the high ﬁdelity, and can reﬂect the original image information. Here, we employ the peak signal-to-noise ratio (PSNR)
to illustrate the reconstructed image quality, as given by[22]
1
õ − o2
n

PSNR = 10 log 10 1

(7)

where n is the pixel number of the image, o is the original image
signal, and õ is the reconstructed image signal by using the measurement image y. In our experiment, the PSNR value is calculated as 27.38 dB. For many image-processing applications, such
a PSNR value is an acceptable quality image reconstruction. Obviously, our technique can directly reconstruct the 3D image information by the encryption and decryption based on the CS algorithm, which diﬀers from previous methods, where only the
2D image information can be reconstructed.[20–24] Here, we use
one quantum key to encrypt and decrypt the 3D information that
contains nine images, and therefore fewer random codes are required in our scheme, which is very helpful for improving the
information transmission bandwidth.
In our experiment, we superimpose the nine images in the
space and project them on a plane, that is, our method can compress the 3D data into 2D data, and the data compression ratio
can be written as
Rd =

Nx × Ny × Nz
Ny × Nz
 = 


Ny + Nz
Nx × Ny + Nz

(8)

Here, the column pixel number of the image Ny is 300 and the
image number Nz is 9. Thus, the data compression ratio in our
experiment is calculated to be 8.7, which indicates that the information transmission bandwidth in the classical channel can be
increased by a factor of 8.7 under the same experimental environment. As shown by Equation (5), the data compression ratio
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Figure 3. A) Original and B) reconstructed face images by the encryption and decryption based on the compressed sensing (CS) algorithm. Here, the
peak signal-to-noise ratio (PSNR) can be up to 27.38 dB.

is related to the image number Nz , and the more compressed images can achieve the higher data compression ratios, and ﬁnally
obtain the higher information transmission bandwidth.
The QKD system can ensure the unconditional security of the
quantum key in the quantum channel,[12,32,33] but the ciphertext
in the classical channel may be subjected to the brute force attacks, and therefore the ciphertext security also needs to be considered. The key generated by the QKD system is the true random codes, and thus the attacker usually employs the guess key
to reconstruct the image information. To reconstruct the 3D image information clearly, the attacker needs to obtain the correct
quantum key but also the correct image number, superimposition method, and image reconstruction algorithm. In mathematics, the normalized correlation coeﬃcient (CC) can illustrate the
image similarity, and is expressed as[38]
N
(
)(
)
n=1 an − ān e n − ē n

CC = 
N
N
(
)2
(
)2
n=1 an − ān
n=1 e n − ē n

(9)

where an and ān (or en and ēn ) are one pixel value and mean of
original images (or reconstructed images), respectively. We calculate the CC value by only considering the correct rate of random
codes in the quantum key, and the calculated result is shown in
Figure 4A. In statistics, when the CC value is less than 0.3, the reconstructed image is usually considered to be uncorrelated with
the original image.[39] In our experiment, the CC value of 0.3 corresponds to the correct rate of approximately 54%. To clearly illustrate the reconstructed image similarity, we present the reconstructed images in some special correct rates of 19.5, 54, 75, 97,
and 99.9%, as shown in Figure 4C–F. An attacker cannot obtain
any useful information from the reconstructed images when the
correct rate is less than 54%. However, when the correct rate is
greater than 97%, the face information can be clearly identiﬁed
from the reconstructed image. In this experiment, we consider
that the image information can be well reconstructed with a correlation coeﬃcient value that exceeds 0.8, which corresponds to
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the correct rate of approximately 93%. Therefore, our technique
is robust, which allows a small number of error codes.
As shown in Figure 4, the attacker needs to guess more than
54% correct codes to obtain the useful information from the reconstructed images. In our experiment, one image information
consists of 260 × 300 pixels, and it requires 78 000 random binary codes as the key to reconstruct the 3D image information,
thus the attacker needs to perform 242120 times. Now, the fastest
speed of super computer in the world is usually on the order
of 1016 (or 1017 ) times per second.[40] Considering this speed to
reconstruct the 3D image information for convenience, the attacker needs to spend at least 242058 (or 242061 ) years to ﬁnish
the image reconstruction, which indicates that completing this
arduous task is impossible in the current conditions, let alone
the actual calculation speed for the 3D image reconstruction is
far much smaller. In previous study, it has shown that attacking the encrypted ciphertext based on the CS algorithm is a
non-deterministic polynomial hard (NP-hard) problem.[27] Therefore, our encryption method is hard to be solved by the polynomial due to the inclusion of image number, image superimposition method, and image reconstruction algorithm (i.e., TwIST).
A quantum computer cannot eﬀectively attack the NP-complete
problem,[41] not to mention the NP-hard problem. Therefore, our
encryption and decryption based on CS algorithm can provide
the computational security. Actually, the computational security
of CS-based encryption has also been demonstrated in the previous studies.[22,27,28] To demonstrate the computational security of
our technique, we further calculate the CC value in the cases of
100% random codes and 19.5% correct codes but 80.5% random
codes, and the calculated results are shown in Figure 5. In our
QKD system, the attacker cannot obtain any codes in the quantum channel, but can obtain approximately 19.5% correct codes
once the post-processing procedure is removed, and therefore we
consider the two special cases in Figure 5. In our simulation of
200 attacks, the CC value is close to 0 for 100% random codes,
and is approximately 0.08 for 19.5% correct codes and 80.5%
random codes. Therefore, even if a small number of codes are
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Figure 4. A) Normalized correlation coeﬃcient (CC) as function of the correct rate of the encryption codes, together with B–F) the reconstructed face
images with the corresponding correct rate of 19.5% (B), 54% (C), 75% (D), 97% (E), and 99.9% (F).

Figure 5. Normalized correlation coeﬃcient (CC) by the brute force attack
trials with 100% random codes (pink squares) and 19.5% correct codes
and 80.5% random codes (blue circles).

leaked, the information and communication security can still be
protected.
The relatively low key generation rate of current QKD system
is a fatal problem for the future practical applications of secure
communication. So far, the key generation rate of QKD system
can reach 1 Mbps with the distance of 50 km,[42] but such a rate
is still not enough for the big data transmission. An important
reason is that the error correction and privacy ampliﬁcation in
the post-processing procedure will signiﬁcantly reduce the key
generation rate. Based on the previous discussion and analysis,
both the QKD system and CS algorithm can protect the information and communication security, and our image reconstruction
method has the robustness, which enables a small number of erAdv. Quantum Technol. 2018, 1800034

Figure 6. Time-evolution key generation rate (olive line) in the QKD system, together with the privacy ampliﬁcation (PA) (blue line) and both the
error correction (EC) and privacy ampliﬁcation (red line) being removed
in the post-processing procedure.

ror codes in the quantum key. Therefore, the error correlation or
privacy ampliﬁcation can be selectively removed to increase the
key generation rate. Figure 6 shows the time-evolution key generation rate in our QKD system, together with only privacy ampliﬁcation being removed and both error correlation and ampliﬁcation being removed. When the privacy ampliﬁcation (or both
error correlation and privacy ampliﬁcation) is removed, the average quantum key rate can be up to 1.05 Mbps (or 1.19 Mbps) from
0.37 Mbps, which is increased by a factor of approximately 2.8 (or
3.2). The combined technique of QKD and CS provides an eﬀec-
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Figure 7. A) Time-evolution error rate and B) interception rate of random
codes with both the error correlation and privacy ampliﬁcation being removed in the post-processing procedure.

tive approach to increase the key generation rate of QKD system,
which is very beneﬁcial for improving the information transition
bandwidth and the real-time capability of a secure communication system.
Once the error correlation and privacy ampliﬁcation are removed, two conditions must be satisﬁed to ensure the security
transmission of image information. The ﬁrst condition is that the
receiver can adequately reconstruct the image information in the
presence of a certain error rate of random codes, and the second
condition is that the attacker can’t obtain any useful image information from their reconstructed images. In our QKD system,
the sender and receiver have the ability to monitor the error rate
and interception rate of random codes when the quantum channel is attacked, which is very helpful in determining whether the
random codes in this communication are to be used. Here, the
interception rate h(e) corresponds to the correct rate of random
codes that we discussed above, and is given by[43]
h (e ) = −e log 2 (e ) − (1 − e ) log 2 (1 − e )

(10)

where e is the error rate of random codes. Figure 7 shows the
time-evolution error rate and interception rate of random codes
with both the error correlation and privacy ampliﬁcation being
removed. The error rate of random codes is stabilized at around
3%, and the interception rate is approximately 19.5%. Obviously,
the error rate of 3% can satisfy the condition of 3D image reconstruction (refer to Figure 4E), and the information and communication security still can be guaranteed for the interception rate
of 19.5% (refer to Figures 4B,5B). The image information is considered to be well-reconstructed when the correlation coeﬃcient
value exceeds 0.8, which corresponds to the error rate of about 7%
(refer to Figure 4A), and thus the interception rate is calculated to
be 33.6%, which is less than the image similarity limit of a 54%
correct rate. Based on these two conditions, the error rate or interception rate of QKD system can be monitored once the quantum
channel is attacked. If the error rate (or interception rate) is less
than 7% (or 33.6%), these random codes can be employed, otherwise, it is abandoned. Therefore, an important advantage of our
scheme is that the image information and communication security can be evaluated in real time by monitoring the QKD system.

Adv. Quantum Technol. 2018, 1800034

This real-time information and communication security evaluation by the combination of a QKD system and CS algorithm can
introduce a new approach to the QKD system, which will be signiﬁcant in future practical applications.
In this work, these original nine images are encoded by the
same key, and are superimposed in the space by shifting a pixel
along the vertical direction. An advantage of this encryption
method is that fewer random codes are required, which are equivalent to the pixel number of one image, but the data compression
ratio is relatively small. One alternative encryption method is that
each original image is encoded by the diﬀerent keys, and is superimposed in the same space position. This encryption method can
obtain the higher data compression ratio, which is equal to the
image number, but it needs to employ the more random codes,
where the code number is consistent with the pixel number of
all the original images. Similar to the former encryption method,
this method can also adequately reconstruct the 3D image information and ensure the information and communication security.
Therefore, the two diﬀerent encryption and decryption methods
can be selected according to the actual requirement.
In the above study, we consider the static 3D image information and communication security. In the future, our technique
can also be applied to the information and communication security of the x-y-t dynamical event, here x and y are the spatial
coordinates, and t is the time coordinate. In the measurement of
dynamical event, the image sampling, encryption, and compression are simultaneously performed. In the case of the dynamical
event that occurs in the range of microseconds, the charge coupled device (CCD) or complementary metal-oxide semiconductor
(CMOS) technology can be employed to capture each transient
scene, and synchronously send them to a computer to encrypt
and compress. Now, the maximum imaging speed of CCD or
CMOS technology can be up to 107 frames per second.[44] However, if the dynamical event occurs in the range of nanoseconds or
picoseconds, the compressed ultrafast photography (CUP) technique can provide a suitable method to simultaneously measure,
encrypt, and compress the transient scene,[37,45] where the image encryption and data compression are performed in the optical measurement, which diﬀers from the previously mentioned
method by the computer. So far, the CUP technique can capture a time-evolving transient event at a rate of 1011 frames per
second.

4. Conclusions
To conclude, we have developed a new classical-quantum cryptographic technique to safely transmit the compressed 3D image
information by combining the QKD system and CS algorithm.
Our technique can not only encrypt and decrypt the compressed
3D image information based on our modiﬁed TwIST algorithm,
but also can improve the information transmission bandwidth
due to the requirement of fewer random codes. Furthermore, our
technique can also provide the protection of the information and
communication security via CS-based encryption and decryption,
and the information and communication security can be evaluated in real time by monitoring the QKD system. Since the information transmission security can be guaranteed and the information transmission bandwidth can be improved, this study can
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advance the hybrid classical-quantum cryptographic technique to
a new level, and promote the practical applications of information
and communication security.
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